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Cybersecurity Incident Response Plan
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CISO

L T 1
Team Deputy Team
manager Manager

]
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Inudent Techmcal Externat Compliance Penetfatmn Legal Risk Communications
Leader Lead Parties Testing Team Team Manager Team

Support Team

B o e
9. YUMBAUNITIUND

wnuiviiew avuil Uszneudstunsunisfufiomadennaiumislsivesmude 19.1 luvsznia
Auznssumshivquasuriuntasadslovef es Yssinauuamaiifuasnsavainsgiudiunsin
anutfunsasnislsusidmiumienuresiguar missaulassairaiusuddameansauna w.a. 2564,
Ussmanainssunismsinwausiunsuaeadeluweuni Fo anvazdvanAwumalues smsnisteaiu
fuile Usuiilu Usuusu uassy i'uﬁaﬂnﬂ'mmﬂmuai'uﬁm AU W.A.2564 LagUszn1ARMNYNITUNITAINUGLE
shunrsivasasndeloues Faa uanmm-nu,auuﬁmi'mmunUﬂnmuw'wl-amas M..2566 Tautiauleun guay
wnUftRfunmssnsausiuaaendelessvaamiosnu fil

a

1nInsvesnInauRLBIBWIRNITN

wiusuiiafanaamisloawes wih 7/25



v
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(1)
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(@)
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Amualassairefiviuiiomnnsaifiieafuausiunsuasasuleiued (Cyber Incident
Response Team: CIRT) sneazideausingmuda 8.2

Amualassaimssenmumgnisal (incident Reporting Structure) s1wazsIBenUsINgAM
48 8.4

fmuninasivazdumeulunts§onldn (Activate) nsnpUauawawmanIsel uaz CIRT
Inndentoyauavaunsal sudeemslumsinsedeansiisniu iy Jeyanishnsieuary
Usnsaliasiedeansuseynans, nalnssnumanisal, wesusyr Wud

JunTengunind, gewsiuas uazunasoyadmivinsiinasoananmislaues
alinmsusziiumnudsshumnaiunsasnislaiuevamheny (Risk Assessment)
dmhuuialasadaiunsunisiuiien vesmhe (srvanduausingmumanuIn 1)
fnsandndiunismuenasuuuriie 2 msied 2.1 usenmaruznssunsmsinvAny
funwasadtlee fwind 3as Snwazivananmidlawed insnistestu Juile
Usudiu Usuusuuasseiudegnanmlewesusiazssau we. 2564
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Wunmsdndunrstunmseasaduuaziwsieisvanaumaleued (detection and analysis) Fadudsdudy
' ' oo < ' v Y w1 ad awu
flaztglimhsnuannsoussmaudesiidinavdony uasausoudadiouldegwivviheideifuananumna
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laweiifindu Wnadnfiunisiwioluil

9.2.1 FBmsildlunisnsefusuanay

= gunsalithsslavgnsaiiurnuiunivasasiy

wnIadisuazgunsalifisyiavgmsaisunuiuraasnsiy

- Firewall szuuinwiauasnstvsaristisnsuiuaed ianunsoniueu danses
FoyafituuardawininTosuld

- IPS szuuiimihiinsasduuastiostumslauileawsiietulussuuiaiets Tay
ssuwUssamiissasaduliiamsiiinsetuisnislaiitssuuiin

- Endpoint Security 9aWAw1$n5293uTusunsuUssasddre finersulanfisessuu
ARuIMBSUALLATOYY

- Centralized Log Management szuudniiunazuinisdanisdoeya Log File uuy
Audnan

- Big Data Platforms szuundadaya Big Data dmiudaifiv uasiinsisidoyaviin
Machine Data (Logs)
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" udsimansiegnAmIInALuen (Threat intelligence)

Channel Types

URL

Cybersecurity news sites

https://webboard-nsoc.ncsa.or.th/category/12/cyber-security-news

https://www.thaicert.or.th/category/cybemews/

https://www.blognone.com/

https://www.techtalkthai.com/category/security/

https://thehackernews.com/

Community Facebook Pages

https://www.facebook.com/NCSA.Thailand/

https://www.facebook.com/thaicert/

https://www.facebook.com/pdpc.th/

https://www.facebook.com/TBCERT.Official/

https://www.facebook.com/2600Thailand/

https://www.facebook.com/owaspbangkok/

https://www.facebook.com/InfoSecThaiGirl/

https://www.facebook.com/thaicysec/

https://www.facebook.com/hackandsecbook/

https://www.facebook.com/isecure.mssp/

Cyber Threat Intelligence Tools

https://attack.mitre.org/

https://www.talosintelligence.com/

https://www.virustotal.com/gui/

https://otx.alienvault.com/browse/

https://urlscan.io/

https://www.opencve.io/cve

https://www.cvedetails.com/

https://www.filescan.io/scan

https://dnsdumpster.com/

9.2.2 UssanieAnAuYamiIeauy

" msduundszandanaiutemignu

dssinnm

AMUANUWY

Malicious Code (1Usunsalaia
Uszaan)

Yaua$ (Malware), Virus, Worm, Trojan, Ransomware, Wa ¥

' % oo ° o v }
Spyware A3 9| »1LfluT.\Jsu.nsuwumsmmumgaﬂssamiwma
AN IMES nSasTuuAdavianauRInes

WU INYNINETEUL)

Intrusion Attempts, Intrusions (A2 | Login Attempt, Connection Attempt, Brute-force 1uns

piumsieezAmIuAiavih iliaanudadasiuuinisvesssuy

wwuuiledupnammalewed
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Availability (rruw5euldvesszuu)

uins s iiszuuldannsavhenld

Phishing (n1sviaananslasldBiianse
v o ¢ o v % v Y . P
wihiuledvasuielildindedeyn) | deyasinumsdua

Web Defacement

v <
mMsgnuuasuminiules

SEO attack Vivledgnland densilsariuiavandiules mewtussula
Vulnerability Faslwivessruun egnsourasszuuLIMISTAamsLiuled
Abuse mMsazdinmsliamuaiets 1wy Spam, Copyright

" asdwundszandognaamiidsenidanenssunisnsinwanuunslaendely
1) o A ~ -~ 4 o & o
wasuiawd 158 dnvardvanaaumislewed wasnisdestu fuile Usuidiu
Usudsauazssiudegnamvnslawesusavseiu we. 2564

viseny Aedute

ey Aaduw

0

€ 0 . )
WANTTAIDTEDY LAY ms‘rlng'l'.ﬁm YDIMUIBULBT (Training and
Exercises)

nmawenedfessuuiilidnga (Unsuccessful Activity Attempt)

< [ « o ™ .
N1WENEIIYNININed15 T8 YaBANsIR1aLA (Reconnaissance)

w

J Iy ) o d . [J
miﬂ1mums?‘ﬂuLflu'lﬂmummsgmmmﬂaamnuwuwuumwﬂ
(Non-Compliance Activity)

nmsyninlaenisldilauas (Malicious Logic)

nsynintusedugldan (User Level Intrusion)

nmsynintusEivgAIuANsTUY (Root Level Intrusion)

msyngnivhbilianansadiduinisla (Denial of Service)

A 1) J = s . .
wmn1sINegsEwimMTinssiaeuaIu (Investigating)

O |0 |N |y |+

N oM ve o ' ' < Y
wgnsaliaunAflafumstieneiudrilltmmmsaifdusuanam
(Explained Anomaly)

A ) & 4
unuviiodvanaunelewves
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n1sgnlandaauwienldaruvesssuy 19u DDoS (Denial of
Service), Open DNS Resolver, Flood virldiAaauad1lunas

nsgnadtaminiulesias (Web Phishing) wievasnaruiio e




9.2.3 myispviNansynuLarsziureafsanAmumtlewuad (ncident Prioritization)

wiefullefudsanaumdleiueshiiuriag Tnsfiarsatidusng 4 Mfuideatu nanssvuse

N13%191uY833 VU (functional impact) HansevuRedoya (information impact) wagarmanunsalunng
AfY (recoverability effort?) iTudu

LAUNANTENUADNTSANTUNY (MSiSun1saau 15398 N1sUSNITIvINg)

TEAUNANTENU PANLNALAINITRINTAUNTEAUVBIHANTENU
None luifinansgnuranisaniuay
Low dawalinmsujiRanumunisiiondniianiuand widanunsosidususiols
Medium damalinumunisiavdnbiansnsadniiunisliauitsdiy
High dwalinumunisiavanugavsin

SEAUNANTYVIUAD YA

FEAUNANTENY NENNUTINITHNINTAUITZAVVIHANTINY
None Lifldeyaslva gniudsuuas vhans wiavdis Tneilildueyann
Confidentiality | nsazifiammduvestoyaduynradesinsiing viedametoyadiu
Breach Unna

Inteerity Breach

“ L o bd i é =i ﬂl
n1sazdinAINgNABINTUNIUIBBYAdIuYARATlinsWRsuLUas unly
vayadiuyanalilignees liauysal wisliasudhu

Availability Breach

P % v v ' o o ' v e
nsazdianuwiaildinuresdeyadiuyaradaililiaunsadideys
dauynnala wislimavhatedeyadiuyana vilideyaduynraalisglu
anminsauldanulaniuuni

FEAUANENNTAUNNTHAY

SEAUNANTZNU NANNAFINITAINTUITZAUVBIRANTENU
Regular varlumsgfvansariamanils Tnglimswensis
Supplemented | nanlumsdfvannsomamanild wasesiinsdammiwensiia
Extended varlumsfiuliannsaaanisalls seddnineinsuazanutismassin

AYUDN

Not Recoverable

et ' o W v v ¢ ol v wal : v o
nsfAuliannsavihld Mdfvanunselideyalisilwagansisus uda Ju
au WM sfamuuazdiansunsnssnenudsmsileesanseny

2 mhprueainsanimuassiuaupuusifsanmueaniu 3 Ussuam laAnviifu@uldi NIST SP 800-61r2 dait 3.2.6 wihil

32
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9.2.4 myvufiniuAnAy

sevinstuiinfeyamgnisalfognaniietislunisiuiisuasnevaussfonnaeted
Uszdngam uaziliuszuuy Tmavhmsﬁ'uﬁnﬁ"'auvimsmwwuwﬁqguqmaqmqm‘sniﬁ'aﬂnmu HIUSEUY
31891U4 (ITSM) Y9 m1Imu uazvnnwuiumgnwrﬁﬁuanmuﬁﬁﬂﬁunizwuoiaU‘%msﬁa"lﬁ’twaq
misnubinsen wwuneiunsudin deyamanisalsaney (reazdeausingmunanuan 2) Wiy
Lwa‘l*zﬁ'lzmuunvlmwmﬂ'wﬂwsan'mumua

weiifsanamumilevediAntunie slomhsmuliuudusoumsidniognaumslewes missaudos
finrsdmuauumanisduiiuinsnisiessfudsgnaumslelueiuasnisiiugszuu Alddunanseny
(Containment, Eradication, and Recovery) lagfimunlvasnnasifiuainuguuss wazseivvestvanaumly
wesusazsziy aunseiannsagRumindauddymemsaumelundun didummdeliuimsldnuung

1

9.3.1 Fimsmuauaudene Asnisdnduladenldisnisiivunzay fail
- Yaszuu (Shut Down)

o % 3 -~ ' \‘: . . q‘: : ) | % ] [
- AANILTBURBNINATEUIEVIAVAA (Network disconnection) YNl 91alleniiuntsiausiedmsiu
. . v oo o < 0
Endpoint Detection & Response Agent (ﬂizU‘Jun’lSm‘i’maauuazmwwmnﬁumamo}mid nun
d a e‘l’ < < ¢,
awdela q MiaduivatenisuuuiSealnl)

- ngamsvhavesileriduiAeaties (Disabling Certain Functions)
- Redirect Network Traffic uav/v3amuaulavefyninluds Blackhole/ Sandbox/ Honeypot

Q‘: g ~ -~ ‘U ' v 'A o W -
viell nsdndulaienlyiSnismvauarudensaziuegivdnwuranunseifiddandey
Y < va o oo '
UsziamvesfeAna ssuunuvieuimsilldfukansavy svpzaasvinensitsuiusenisauan
AMLEIMY

9.3.2 medaiuuazguainymdngumandia

1Y) @ o 9 o . ] ] a v
Taguszasdnanvsamsdaiundngiu Astielinmsudly Incident danansenusiegsnalwiey
fign (Minimizing impact to the business) uananii vangeraiinrusnduiiezdostdlunsduiums

mmumaumangwmu i) nsdnfiunisdaivndngrunsddvaauisodudunisinefiarsan e
wanmseane LUl

14 al o YV v v odad o Y aa v o4 °
- Wulumadumouniimunlilungminedetsduithenfundnguatia telviaunsmhluly 1o
Tuduea

- vangdivuiinnmsidrtaazmansziinisla 4 devdngunasaiatagaiany

- mawdsuiidguasududssinisdaviviufinviaslendng u (Chain of Custody) (nARWIN)
=) A L o ) 4 . L J &I
TwaziByaieaiundngiu msusvneuedeyaettnioedwioluil
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199 UaLanwiy Ly Location, Serial Number, Modet Number, Hostname, Media Access
Control (MAC) wag Address LHusiu

a ° . ' a o« ve a o ' )
2) ¥ sumis uaztavmsanseginiusasinymdngiusewinanisiuiie Incident
v
3) anfidaiunangu
9.3.3 msminauvpuaznsfaussuulinduaviuuni

Wefinsmuauemnudewy wazfinafundngrudeyadiududouiesuditayaiovan sxfeni
nduriaszinamdnnisiitdnanilily “funeuil 2 Fean1snsradunariinsneyi (Detection &
Analysis)” sunivannsafiaamniviiliie incident uaztomiigyninldadrdlifednntussuy
vimualdiFoues Sannsrrsnamaihiliin incident uaswansywy ldud

1l ) a o v v v
- NM3UatRlnIvassEuU- MIsnidn User Account niunynldidrgszuy
[ o v e
- MsudabiglFudsusiariu
- msaulusunsuuseiny Backdoor 98n3nsEuy

L4 . N ¢ o <
- mslidaya Indicator of Compromise (10C) lumsaunum Malware wiasasesdu q lussuud
g A o o o w Qvl
fvaundevawfyniniiasiiunsmidalieananszuuvionun

wansniiunisavquaudeniy ddaannavessegnannaiaiouiosuds avidg
A‘ ) 5 = x g N ﬂ.d ~ + Q'
nszuumstuyssuuiiiihganmemaihanuunilaslutuneulideifiauddgyduss1eds wagans
o 3 v a4 e &
wisnmsarmiluiiasiwialuil

- N3 Restore Operating System w3a Application Software #13 9 3N Master Image fiuaoase

- M5 Restore Yayanduidnszuuan Back Up Storage

o A N R 7
3 3

J - -3 d d a | & o . . . e z
nmsadufnssuniigiveamevdnisuitymaeanmunsleiues(Post-incident Activity) Uy
ve o v o & ac 1o e o d o g v o o o a va Y '
Widavirdarivuatuneu FBUUR Adervesiiebifiuuamaidaou Fansufjiinuunnsmsdngn
4 9w - v Y al 1 § '
Wweliausndeuianmioanaammileweiiiiue wrannsomuwumiaiaudlvgaunnies was
-+ v oA v e 4 el <t o - Ld
wannuansiullenuisanammislaweineluluauan Tnglilinsuszguniieiieuanasudeya
rwAatiulunmahluianwazuiuupumilumsiuiiewasnevausstoanamumslewas suvins
TdeyaivausznaumsRatsanUiul

uanmnﬁmaaLﬁu%'nm‘r'fagauazwmuwé’ng'\w‘n‘ﬁ'uﬂu wWellunszurunsmeddinemanys wie
Wlunsdifideimsfemnuvieduiiuai sssnsoanamilaesmandui enadrdnwaniu 12
ANufinalsTaangmuneag wiewsssavygRndenisnseihanuiaiioniunoufiamed wa.
beoo wazinilufiandn wiengmuned q Aiftertes Tnsnsidudeyavniwsaamiueresniudes
sfiumsdusifiesinisnsramuiniifognammslavefiindu lisanndeyadindieragymisluly
stwiiinesssiunmdegnamslauediu visongnaunievihanelneglanilesimaituriunndeya
uazudngruisdunds Whirdeyauasndnguisunalduidlumsiaivuiindeyaatinfoanamm ma

wwiufiaduananmidlaves wi 13/25



hwaﬁma’mwwnLﬁuiwﬁ'ﬂmnmaﬁwmau Lwatauamanwwqu}uauavs'unma'uma'lu Wiy
ﬂ"IWNWZNWE‘UVIWIJ')EN'NF]'J?WIL'mm'ﬁ Lwaﬂaqnuh'lmnﬂnUﬂnmuwn‘lmuaﬂuanwv mna'n'uuan'[u

BUIAM

L & ~ aa W d LY <l &
wanmsquasnvmang"mmamwawﬁ’ﬂmuumu

&

1. Assessment

- d' d ] - (Y3 o ° a’
mivsziliuiemyandesiiunisdaiiundngiuves incident Afds
Fuilouarmauaues 19y Hard Disk, RAM, External Hard Disk, Mobile
Device usiy

2. Acquisition

anflun1sdaiiundngiudaenisviadiun (Duplication/Bit-for-bit
Acquisition) Meiadesfiefmunvay Tnefdemsseioluitowteialus 1.
dososiumsiudsunvasvemdngiudaenisldan Hardware Write
Blocker 2. A9 aAfiafia Volatility w3ena1useulnidenisgyie

nazualuihwes ningmu 1oy wagamﬁmman'ﬁqtumamnluunsvua‘lw
ABBIABY 19U RAM maa‘lmumsmusnmI.Uuaumuusn Wudiu 3. doauiin
swandvantsiiivnmniuneuitasdiouiiRetsandon 4. Fonvihms
Yudinudngu (Chain of Custody)

3. Authentication

Yinsnsadevaugniesyeandng udl Duplicate waziUFouifieusy
Auavume35Cryptographic Hash 19y MD5, SHA1, SHA256

4. Analysis & Report

’J‘ms'l vwmlauamn*qmvlans’mwmmunw'samnmwawgw‘uamwse VL)
maﬂummmmmn’mnﬂ Incident

5. Archive

amnwanpu'l"fluwmmzau Uasasts uazuiin Chain of Custody Form
ynedeiitimardeudievdngiu wiewhseymanavesns indeuthe

Chain of custody wie “md-umsquﬂsmwmwangm A Lenarsuwansdinunisiiawmgnisal wie
Lanmsuaﬂmnwmau AusnsBarissneufnines NIQUANE NSAIVAN msamﬂm warms Jafundngu

VINE)L?)FWI?E]Uﬂ?I Luaamnvuang'mvmUmmsnm‘hﬂ‘iﬂuauau‘lﬁ'ﬂu’vuma Manﬁnumawm whnlaFunisiams
ENILAATEN uaziamaumawanLaﬂwana1':14'1'J'w‘i‘lwang”uumlaaumam YU

MIBNUIABINAYIITIBN1TATIADUNISIANITIMANITA] (Incident Handling Checklist) Hsqzaaaleh

) ) A o “; LY d (J - 1) v d 3
wumunmhsnuigInuiumeudAgiinssuiuns Tnsmberannselideyaeussnoumsiivsaany
wanzaslunsdaviiremsnTisaeusesmuedld (wesBumnngaunianuan 3)

wnuiuiiedoanmumalawed
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1. q?umaumsv‘iwmmﬁ%'uﬁamqﬁ'aqnmuvm‘l«mua%ﬁnszwum‘au?sm'sﬁdﬂé'mﬂamﬁqmw
navasumAMsaifuAMIEiuAtABRAEIRTT UL Y vialelaTuudame uarmnny
wmnseifiAntunsevuseuinisiiddgyeesnhseutiEusiiunsanssuaunsyhe dei

1.1 fimsdhsziuasassaeumamsaiiumnaiunsasniss (Detection)

1.2 sullumsavieaeudeyasivgnaamisleues (Analysis) wazUszifiuszdudoanamumui
sty wsu. msdnwenusiunsasadelaes we. 2562 1ns1 60

1.3 fasannsseruudavaasdinludmbemiidsides eni anus. ana.

14 duiumsmvauiognaamidleuss (Containment) Nelidsnansenutiasiigauaziite
JosrubiiliRnmsunsnszaeludedmdu q fanndunsdiissmusandusrnaamsle
wesilussduheusmaminedessiuiunms Indu via damsdeuseszuurenfinnediy
mMstansn

1.5 sdilumsudly (Eradication) fAuszuy warlumsnsditiannsoutladgmildessiiiunms
fasieUszaruanuSiquiussaunisinnmusiuraendussuunsuRame Suieni
(ThaiCERT) wiefifenteymeusnitavaduunihvieverusiomie

1.6 famumanisuflukavaniumavihagesszuy mnwuTuimamsaisibidugalisniunis
ARy uAly wasfanuamumsairelusuniszuuitldfunansemundusnyheuldnnanng

1.7 Usufiurauasimhnenuagunanssiiumsiuiiossanaumslewesiintu
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Fui : wan: Hufingnean :
fingio :
Gayanalu (General Information)
FDMUIINNU e seressnses e
IR T SO
FOGUTEAMNUUBINUIINIY oreercemsrermmrnssrsemssssssns s FEUUUURANS
Tnséini .. P AdAIress ..o

E=mdilssimsisiomones

IMAC ALAIESS. vttt et

a4 oo oo
dayanuanuasanauluiued

Tuuwaznafiinmanisel ;

anmuzvansaiagiu ;

O whanugnised
O fvdagnam

O sglutuspunisveanudiomas
O aglutunaumssziude

O sgludunaumsasuaiu
O awnsoszivdolauan

O sesulawgnsaidegnaauds O du 9

nHIAWY Aesu
Oo wigmsaiSrasuarn1inglauwoamiana (Training and Exercises)
O AnanegnewdiesruUR A3 (Unsuccessful Activity Attempt)
02 m'mmmuqn'im‘?iaﬁﬁvn‘fn'auuaaaﬁn'nﬁ"a'[mlﬁ (Reconnaissance)
Os n‘ssm’mﬁunwﬁhinﬂulﬂmumm'ijpummﬂaamﬁﬂﬁwﬁmuuﬁwum (Non-Compliance Activity)
. Oa nsyngnlaenisiiaudd (Malidous Logic)
Usstnmamsal Os nsynntusEAUG LI (User Level Intrusion)
Os mmnqn’(u-isﬁuﬁmuqu'izw (Root Level Intrusion)
O7 | ssyngnitisbibiannsadlldusnisld ©enial of service)
Os mrf}m's:ﬁﬁ"agjiwﬁqmﬁmiwﬁawmu (Investigating)
Oo wansaifiaunAildtunsienesiuiaitlsvnnasalfdufoanam Explained Anomaly)
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v { (nci ling Checklist

FIYN1INTIAFIUNITIANTMAN 50

UNUIMAMUSURRTRU

Complete

o - ~ w q .
TUNIAIINTUVUAAATIEUABANAINNIS LIS (detection and analysis)

asvasuiimansaifaduniali

fusuiiowmnnisalfiisanuaany
duprlaansduluwed CIRT

1.1

Airseinsdudyyramnnsalrnauasadomalaues

Aumdayarifniiinnaduiugiu

1.2
13 | shudlumsdiuduiiaya (Wu search engines, gutiyadu q )
i Wuiifigdanisfuiion wansalidehiimanisalifintu WiGuduiinmsasvaiuuas s
o | wingu
- - ol s
B 1) 5 : " o S fusvilamanisaifidiganuaanu
2 Fadrdurnudrdlunmsinnmamanisainussdueusussivasianauiiintu . s 4
Tunalasasduleued CIRT
e : dig fuduilownnisaiiisatuann
3. SwnugMINANEIRegUIMsLasmbenuneuenititata 4 3 :
dumvaeasiulowes CIRT
) o o
vumssziuvanaty Usiuusiu uazﬁmjszuua'mﬁ'lﬁwnans:ﬂu (containment, eradication, and recovery)
udinmanisal, Sanuuasquainymdnguiieatumanisaamuaneusunssuaunsg | . . . A
S el R S B R o S finsusiomanisaifiinefuanu
4. Audasufamslamnvesiuiinnsgavdngunauiumasiilain wIegunialdu q e & 3 A
s funslaeadulewes CIRT
AtUAYUNSABUAIY
Cr : e ) v .| iudufiawmgnisalfifenduany
5. dinavaulun (Containment) uansEnuvaaMANsAivAeIRUAMuiuAaanitlawes % _, .
dupavaennulewes CIRT
o i i Ausuiiswanisaifiiefuaiy
6. siumsauay (Investigate) avauALHANTENUYBIMANISA] . ) ,
durataeasiblewes CIRT
- ol m w
M _ 5. finsufiowmanisaliiieaiuanu
7. nINSNNIRENY (Eradicate the incident) . % -
fiunalasanulyiwed CRT
7.1 | svydedlvivesssuvilaulavfiuasussminansenuiiniy
7.2 | i vieaudauad uazanngdunnamdu q
¥ mindinansranuindissuulwiladunansevu (du msfingawasinl)
T | Wvihdhwuseunmsnsaadunagndiwssdivanaiumasluiues (detection and analysis)
- o e W
L e fusuilommnisaiiieniuany
8. Gunldaunszuiunisdiiu (Recovery Process) o ./ 7
dunavaendslues CIRT
8.1 | ssuvuiildfunanszmunindsanmunduganuenionlda
8.2 | Buduszuuildsunansenunduuvihnuldeuuni
o winsudu Widumsiamuanunisairell edummenisainsiunnaendule
7| weiianaindeslusunan
msanumsnmendsnsuddumasanaiunalees (Post-Incident Activity)
S = fusuflowmnsaiiiieatuany
9. WNNTILNUNTTAARTUNG o P .
dupwasasulyiues CIRT
v s S finsufiowmanisaliiieaiuau
10. | damisUssgunumuunEeuniiannanisainangm

Junwaeanslywes CIRT

wiuiufaduanaumalsiues
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- Ussmeanaznssumsnmsinuyianuiunsaendvlouesiuviind (Fee dsnvaiegnammlewes umsns
Yoty Suile Usaliu Usruusu warsriuiannammsleivesusasseiiv w.a.2564

- Ussmarmuznssumsifuguasiuanaiuanasadslaes (o wdninnsinagismssenudsqnaamsly
wes w.A.2566

- NIST SP 800-61r2 Computer Security Incident Handling Guide
- ACSC Cyber Incident Response Plan Guidance

- gliensmevauauisanAmmwigeddwiuvuismlseiudy
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